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Embedded Systems and Side Channels

Side Channel
(EM, power, sound)

Embedded
System

The processed information
Influences the side channel

@ L. CASALINO - Soutenance de Thése

Q
Statistical
Link
Step #1 Step #2
®
Observe Statistically
Side Channel Analyse

Side Channel

Sensitive
Information

Step #3

Recover
Information

Embedded systems

have observable effects
(side channels) on the
surrounding environment

An attacker can
exploit side channels
to recover information
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Masking to the Rescue!

GO

Break
Statistical Link

Masking encodes
Information with
random variables

X mmp f

Sensitive Masking
Information Function

Xo, X1, o, Xy G

Statistical
Link
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Remove link between
sensitive

information and
side-channel

Masking Order

- X, X, XNy

Random Variables

(shares)

Random variables influence

side channel.

Attacker recovers random values.
Sensitive information protected
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Masking: a Software Example

C=Aand B
Algorithm
1
Input
to
A Agy, Aq
B ) f B,, B
Sensitive Boolean Random Variables
Information Masking (shares)
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Masking: a Software Example

SEC-AND2 (AO, Al, BO, Bl):

CO = (AO and BO) xor R
X01 = A® and Bl
C =Aand B ‘ ‘ X10 = Al and BO
f X11 = Al and Bl
Alaorithm Boolean Cl = (((X01 xor R) xor X10)) xor X11)
9 . return <C0, Cl>
) Masking
C-like Masked
Algorithm
Input
to Input
to
A AOJAl
B ‘ f ‘ By, B4
Sensitive Boolean Random Variables
Information Masking (shares)
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IndependentLeakage Assumption (ILA)

@ L. CASALINO - Soutenance de Thése

®

XO’X]J ...,XN
DO NOT RECOMBINE

SEC-AND2 (AO, Al, BO, Bl):

CO = (AO and BO) xor R

X01 = AO and Bl

X10 = Al and BO

X11 = Al and Bl

Cl = (((X01 xor R) xor X10)) xor X11)

return <C0, Cl>

Each (sub-)computation must not
recombine the shares

ISITENOUGH ?

30/01/2024



Violation of the lLA

- A CPU executes an implementation of an algorithm

- An Implementation employs

- Memory elements to save temporary values

- The re-use of registers recombines the shares
- We call it transition-based leakages

- From the compiled <secAnd2> example:
- Register 20 and
. 'sre-use: A0 - A1
. 'sre-use: B1 — B0

@ L. CASALINO - Soutenance de Thése

I
SEC-AND2 (AO, Al, BO, Bl):

1

1

1 CO =

: X01 = AO and Bl

| X10 = Al and BO

I X11 = Al and Bl
Cl1 =

<secAnd2>:

—>R0O = read A0
R2 = read Bl

I:Rl = and RO,R2
R2 = read B0

—> R0 = read Al
R2 = and RO,R2
RO = read Rnd
RO = xor RO,R1
R1 =

xor RZ2,R0O

(AO and BO) xor R

(((X01 xor R) xor X10)) xor X11)
| return <CO, Cl>

30/01/2024



Violation of the lLA

- A CPU executes an implementation of an algorithm SEC-AND2 (A0, Al, BO, Bl1):
. Co = (A0 and BO) xor R
- An Implementation employs X01 = AO and B1
- Memory elements to save temporary values X10 = Al and BO
X11 = Al and Bl

C1 (((X01 xor R) xor X10)) xor X11)
return <C0, Cl>

The re-use of registers violates the ILA
- We call it transition-based leakages

+ From the compiled <secAnd2> example: Compile 1 Avoid register re-uses
- Register #0 and <secAnd2>: <secAnd2>:
. 'Sre-use: 40 - A1 . s
. 's re—use: B1 — BO —>R0O = read A0 RO = read AO
. R2 = read Bl R2 = read Bl
. Solutions: |:R1 = and RO,R2 R1 = and RO,R2
. . R2 = read BO R3 = read BO
1. Avoid register re-uses > RO = read Al R4 = read Al
R2 = and RO,R2 R3 = and R4,R3
RO = read Rnd RO = read Rnd
RO = xor RO,R1 RO = xor RO,R1
R1 = xor R2Z,R0 Rl = xor R3,R0
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Violation of the lLA

- A CPU executes an implementation of an algorithm SEC-AND2(AG, Al, BO, Bl):
. Co = (A0 and BO) xor R
- An Implementation employs X01 = AO and B1
- Memory elements to save temporary values X10 = Al and BO
X11 = Al and Bl

C1 (((X01 xor R) xor X10)) xor X11)
return <C0, Cl>

The re-use of registers violates the ILA
- We call it transition-based leakages

« From t.he compiled <secAnd2> example: Compile l Avoid register re-uses
* Register 20 and <secAnd2>: <secAnd2>:
. 'sre-use: A0 - A1 o Cu
. 's re-use: B1 — BO —R0 = read AO RO = read A0
. R2 = read Bl R2 = read Bl
. Solutions: Flushing |:R1 = and RO,R2 R1 = and RO,R2
1. Avoid register re-uses| <secAnd2>: _,Eé _ ::2::: Eg 22 _ :2:3 E(i)
2. Flush (i.e., overwrite) R2 = mov #42 R2 = and RO,R2 R3 = and R4,R3
the quking registers R2 = read BO RO = read Rnd RO = read Rnd
RO = mov #0 RO = xor RO,R1 RO = xor RO,R1L
RO = read Al R1 = xor R2,R0 R1 = xor RZ2,R0

@ L. CASALINO - Soutenance de Thése 30/01/2024 9



The Elephantin the Room

- A CPU hides more complex structures: micro-architectures

- An Implementation employs: MEMORY DATA INTERFACE
- Architectural registers Addr | ata |
- Micro-architectural registers

« Functional units

. Data
- Wires / In_y
Reg.File

R0 LSU

Opl Res _ALU Res LSU

Y

R1

R2 Op1 0pl

R3

R4 Opl

ALU

Op2

INSTRUCTION = INSTRUCTION 0p2
FETCHER - DECODER

@ L. CASALINO - Soutenance de Thése 30/01/2024 10



The Elephantin the Room

- A CPU hides more complex structures: micro-architectures

- An Implementation employs: MEMORY DATA INTERFACE
- Architectural registers ndar | pata )

- Micro-architectural registers
« Functional units

. Data
- Wires Iy

0 Reg.File / LSU

R1
Opl Res _ALU Res LSU

Y

R2 Op1 0pl

R3

Opl

k / " ALU

INSTRUCTION = INSTRUCTION 0p2
FETCHER - DECODER
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The Elephantin the Room

- A CPU hides more complex structures: micro-architectures

- An Implementation employs: MEMORY DATA INTERFACE
- Architectural registers Addr | bataf
- Micro-architectural registers
- Functional units /
. Data
- Wires In_y
Reg.File
R0 ~ LSU
R1
Res ALU Res LSU
R2 Op1 0pl
—_—
R3
R4 Opl
0p2:
INSTRUCTION o INSTRUCTION 0p2
FETCHER - DECODER
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The Elephantin the Room

- A CPU hides more complex structures: micro-architectures

- An Implementation employs: MEMORY DATA INTERFACE
- Architectural registers Addr | bataf
- Micro-architectural registers / /

« Functional units
° Data
- Wires In y

Reg.File

Ro / LSU
R1

2 Opl Res _ALU Res LSU
R2 Opl Opl

—_—
R3 /
Res ALU

R4 Opl

/ OpZ’
INSTRUCTION INSTRUCTION 0p2

FETCHER > DECODER ¢//
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The Elephantin the Room

- A CPU hides more complex structures: micro-architectures

- An Implementation employs:
- Architectural registers
- Micro-architectural registers
- Functional units

- Wires
Reg.File

RO

R1

R2

R3

R4

INSTRUCTION - INSTRUCTION

FETCHER DECODER

Data Path

Opl

Data processing

Memory reading o

Opl

MEMORY DATA INTERFACE
\

Data‘\
Out

Addr /]

LSU

Res LSU

Y

Res ALU

Osl
Op2

ALU

Res

Res ALU
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How Does a Micro-architecture Leak?

<secAnd2>:
RO = read AO
‘ R2 = read Bl
R1 = and RO,R2
R3 = read BO
R4 = read Al
R3 = and R4,R3
RO = read Rnd
RO = xor RO,R1
R1 = xor R3,R0
INSTRUCTION
FETCHER

- The CPU read B1 from the memory

« The read uses the memory data path

Reg.File
RO AQ
R1 0
R2 B1
R3 0
R4 0
»| INSTRUCTION
DECODER

Opl

Op2

Opl

Opl

MEMORY DATA INTERFACE

A pata

OQut

Addr

Dat
In

Y

Bl

LSU

\

Res ALU

Opl

Opf—

ALU

Bl

Bl

Res LSU

@ L. CASALINO - Soutenance de Thése

30/01/2024

15



How Does a Micro-architecture Leak?

<secAnd2>:
RO = read A0
R2 = read Bl
m) R1 = and RO,R2
R3 = read BO
R4 = read Al
R3 = and R4,R3
RO = read Rnd
RO = xor RO,R1
R1 = xor R3,R0
INSTRUCTION
FETCHER

- The CPU read A0 and Bl from the Reg. File
« The and uses the ALU data path

MEMORY DATA INTERFACE

Addr 1 Data A
Qut

Data

In ¥

Bl

Reg.File
RO - LSU
A A©O AO
R AO & Bl Opl Res_ALU Res LSU
R2 B1 Opl | Opl
R3 ) AO A0 & Bl
R4 0 051
ALU
Bl Bl &2
| INSTRUCTION 0p2
” DECODER Bl
Bl -> A9 & Bl
30/01/2024

@ L. CASALINO - Soutenance de Thése

16



L
How Does a Micro-architecture Leak? &

<secAnd2>:
S0 = resd A0 - The CPU reads BO from the memory
R2 = read Bl « The read uses the memory data path
) (> read 8 - Transition-based leakage on the memory data path Mi:OT DD':Tﬁ T
el - Transition-based leakage on the shared data path out
St
R1 = xor R3,R0
-
Reg.File
RO AQ
"' A0 & B1 A A 0p1
=Bl Y ——
BO Ao
R4 Opl
. “|ALU
Bl B1 0p2
INSTRUCTION - INSTRUCTION 0p2
FETCHER ” DECODER Bl

@ L. CASALINO - Soutenance de Thése 30/01/2024 17



How Do We Handle the Micro-architectural Leakage?

<secAnd2>:
RO = read AOQ
R2 = read Bl
R1 = and RO,R2
R3 = read BO
R4 = read Al
R3 = and R4,R3
RO = read Rnd
RO = xor RO,R1
R1 = xor R3,R0O
INSTRUCTION
FETCHER

- Solution: flush (overwrite) data path

« Approach #1: re-schedule = read Rnd VEMORY DATA INTERFACE
Addr ) Data
Qut
B1 -> Rnd
o
Reg.File
RO -  LSU
A9 AO AO
R AO & Bl op1 Res ALU Res LSU
% > o2 B1 -> Rnd
B BRo A0 A0 & Bl
RS 0 s Res ALU
|ALU———
Bl Bl 0p2
| INSTRUCTION 0p2
- DECODER Bl
AO & B1 -> Rnd
30/01/2024 18
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How Do We Handle the Micro-architectural Leakage?

<secAnd2>:
RO = read A0
R2 = read Bl
R1 = and RO,R2
R3 = read #0
R3 = read B0
R4 = read Al
R3 = and R4,R3
RO = read Rnd
RO = xor RO,R1
INSTRUCTION
FETCHER

- Solution: flush (overwrite) data path
« Approach #1: re-schedule

« Approach #2: create and insert ad-hoc instruction

Y

Reg.File
RO /\@
" a0 & B1
Ei B1
BO
R4 0
INSTRUCTION
DECODER

A©

Opl

Bl

Op2

= read Rnd

AQ
no—> -

Bl
Bl

Opl

MEMORY DATA INTERFACE

A Data‘\
OQut

aar
Bl -> #0
i
LSU

Y

A0

Opl

A9 & Bl

-> #HO

0p2

ALU

Res

Res ALU
EEE—

A9 & B1 -> #0

@ L. CASALINO - Soutenance de Thése
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Resedarch Question and Thesis Contributions

- We can prove security of masked algorithms (ILA satisfied)

- Yet, the security proofs does not immediately translate to implementations

- What solutions can we provide?

Ist Solution Ist Contribution
Automated Mitigation

% + o mm) Transition-based Leakages
=3¢

(]

Micro-architecture

Software Information
Implementation

Modification

2nd Solution 2nd Contribution
Employment of =) The Impact of the Micro-
alternative architecture on Masking
masking schemes Schemes

30/01/2024
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MILANO 1863
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Automated
Methodolo
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Overview of the Compilation Process

COMPILER MODULAR ORGANIZATION

_______ | s = F=m=m=m=m= =1

: | IS : ' | |

| : | I |

L OHL N B ' '

|

SRR 2N O WIS n 1112 !

| == Y ! ! !

| l I

| HGHLEVEL ! @I INTERMEDIATE | I rLowrever !

| SPECIFICATION : | REPRESENTATION | :_ SPECIFICATION :

A S S S e . . | . T T T R e e e—
5 W 7 B £ ol /= B K
| SEC-AND2(A0, A1, BO, B1): , | l'<secAnd2>: !
| CO = (A0 and BO) xor R Iy P! l
| X0l = A0 and Bl I | %x_01 = i32 and %a_0, %b_1 I RO = read AO I
| X106 = AL and BO ' %tmp =132 xor %x_01, sr | | R2 = read Bl |
| X11 = Al and Bl : I %x 10 = i32 and %a_1, %b 0 | I R1 = and RO,R2 l
: Situ?n(iégmc){:r R) xor X10)) xor X11) L = 132 xor %tmp, %x_10 | : R3 = read BO I
I ' ! I R4 = read Al |
e e = = e e m - — a : R3 = and R4,R3 |

| RO = read Rnd |
| RO = xor RO,RI '
| RL = xor R2,R0 :
L e e e e e - - |

@ L. CASALINO - Soutenance de Thése 30/01/2024 22



Overview of Mitigation Approaches

MY I I

IN - :: .a_ I

| |

HL |y m ES B L o Y L. BTSN L.

= E o == 1 :
L 11

HIGH-LEVEL INTERMEDIATE E I OPTIMIZED LOW-LEVEL || L LOW-LEVEL :

SPECIFICATION REPRESENTATION :_ IR SPECIFICATION [ I . SPECIFICATION I

Pro-Active Approach Reactive Approach

I . . l I
* Pro-Active Approach: - |+ Reactive Approach: !
« Mitigation during compilation : . Mitigation after compilation l

|

! !

| |

* Exploit information on the - No information on the program

! !
! !
! !
! !
I program o « Less effective leakage mitigation
: « Retrieved by the compiler 1
!
! !
! !

- More effective leakage
mitigation

@ L. CASALINO - Soutenance de Thése 30/01/2024 23



Requirements

- Goal: produce a leakage-free
implementation

- Requirements:

1. Identify intermediate variables to keep

apart

2. Specify micro-architectural details

3. Adapt back-end to avoid transition-

based leakages

@ L. CASALINO - Soutenance de Thése

H# 3
Adapt
Back-end
#1 N
o + B ||>.
Masking  oprmvizen LOW-LEVEL

inform(]tion IR SPECIFICATION

|
O #2

Micro-architecture
Information
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Requirement #1: Masking Information

LLVM-IR CODE
Goal: identify intermediate

i32 and %a 0,

%x_01 = 0, %b_1 variables to keep
%tmp = 132 xor %x_01, S%r apart

Compiler works %x_10 = %32 and %a_1, %b_0
%z = 132 xor %tmp, %x_10

on e -

DATA-DEPENDECY GRAPH

@ L. CASALINO - Soutenance de Thése 30/01/2024 25



Requirement #1: Masking Information
- Share Information -

LLVM-IR CODE
Goal: identify intermediate

%x_01 = 132 and %a_0, %b_1 variables to keep
%tmp = 132 xor %x_01, S%r apart
%x_10 = 132 and %a_1l, %b_0

o
N
Il

Compiler works , . .
on i32 xor %tmp, %x_10

Encoding Tag Identify input shares

and
variables

@

@ L. CASALINO - Soutenance de Thése 30/01/2024 26



Requirement #1: Masking Information

o
- Share Propagation -
LLVM-IR CODE
— Goal: identify intermediate
%x_01 = 132 and %a_0, %b_1 variables to keep
%tmp = 132 xor %x_01, S%r apart
Combiler works %x_10 = 132 and %a_1, %b_0
P %z = 132 xor %tmp, %x_10
on
DATA-DEPENDECY GRAPH
Encoding Tag @ Propagate input
@ %a 0 dependencies
- o~ (1, (7.0)) dnfj Stdt.IStICCH
Input uniformity
dependencies to intermediate
i variabl
Statistical _ ariables
Uniformity (ky L), (4,0), (4, 1), (i, 1), (4, 0) }

@ L. CASALINO - Soutenance de Thése 30/01/2024 27



Requirement #1: Masking Information

- Leakage Relation -

Compiler works
on

@ L. CASALINO - Soutenance de Thése

LLVM-IR

o

DATA-DEPENDECY GRAPH Which allows

Goal: identify intermediate
variables to keep
apart

o? g P o
X o =S5 T
- © -
o

Compiler computes
a leakage relation
expressing which
recombinations leaks
information
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Requirements

- Goal: produce a leakage-free
implementation

- Requirements:

1. Identify intermediate variables to keep

apart

2. Specify micro-architectural details

3. Adapt back-end to avoid transition-

based leakages

@ L. CASALINO - Soutenance de Thése

£

H# 3
Adapt
back-end
#1 N
o + B n» .
Masking  oprmvizen LOW-LEVEL

inform(]tion IR SPECIFICATION

|
O #2

Micro-architecture
Information
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Requirement #2: Micro-architectural Information

- Question: how data flow in the micro-architecture?
- Which data path (wires + Fus + registers) they take?

- At what time they are processed and stored?

INSTRUCTION
FETCHER

MEMORY DATA INTERFACE
\

Data A
Out

Addr /]

@ L. CASALINO - Soutenance de Thése

0
Reg.File
Ro - LSU
R Opl Res_ALU Res_LSU
R2 Op1l i Op1l
R3
dx & Res ALU Res
ALU
—
Op2
- INSTRUCTION 0p?2
g DECODER I
Memory Reading
Data processing
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Requirement #2: Micro-architectural Information

- Question: how data flow in the micro-architecture?
- Which data path (wires + Fus + registers) they take?
- Map Instruction -> data path

- At what time they are processed and stored?

- Map FU -> timing information (latency, pipelined)

INSTRUCTION
FETCHER

MEMORY DATA INTERFACE
\

Data A
Out

Addr /]

@ L. CASALINO - Soutenance de Thése

0
Reg.File
Ro - LSU
R Opl Res_ALU Res_LSU
R2 Op1l i Op1l
R3
Rd —mi Res ALU Res
ALU—
—
Op2
- INSTRUCTION 0p?2
g DECODER I
Memory Reading
Data processing
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Requirements

- Goal: produce a leakage-free
implementation

- Requirements:

1. Identify intermediate variables to keep

apart

2. Specify micro-architectural details

3. Adapt back-end to avoid transition-

based leakages

@ L. CASALINO - Soutenance de Thése

—

3

H# 3
Adapt
back-end
#1 N
o + B n» .
Masking  oprmvizen LOW-LEVEL

inform(]tion IR SPECIFICATION

|
O #2

Micro-architecture
Information
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Requirement #3: Adapt Compiler's Back-end

- Question: how to mitigate transition-based leakages? -, Fea File
. . T | A©
- Careful Register Allocation Code Rl o & B1
I Generation | R2 B1
- Careful Instruction Scheduling | | Algorithms ! Y

R4

- Adaptation steps: 0

1. Introduce concept of state S, : ———
[=_Register allocation: architectural registers content] B
m Data on the data path T LSU
» FU execution state (ready, busy, ready in T time instants) 1 [se

2. Simulate state evolution: update heuristic to update s, with
each choice BO

3. Leakage constraint: transition-based leakage cannot occurin S,
4. Choice selection: check leakage constraint

@ L. CASALINO - Soutenance de Thése 30/01/2024 33



Requirement #3: Guarantee Convergence

- Allintermediate choice leaks: Flushing examples
. Reglster.allocatlon:.annot change register ——_oo —secAndon
- Instruction scheduling: cannot change "0 = resd AG 0 = read A6
instructions order R2 = read Bl R? = read Bl
. . . R1 = and RO,R2 R1 = and RO,R2
- Flushing: add instructions to: Chy oo ay I:[im —
- Register allocation : overwrite leaking ~R2 = read BO R3 = read BO
reqister R0 = mov #0 I R4 = read Al
g . . RO = read Al R3 = and R4,R3
- Instruction scheduling : overwrite leaking R2 = and RO,R2 RO = read Rnd
data path 10 = read Rnd 1O = xor RO/

- Remarks: add an instruction -> increase exec.
time
+ Flush or\Iy |f.needed Reduce Performance Impacts
« Qverwrite with constant values

@ L. CASALINO - Soutenance de Thése 30/01/2024 34



Requirements

- Goal: produce a leakage-free :
implementation

- Requirements:

1. Identify intermediate variables to keep

apart

2. Specify micro-architectural details

3. Adapt back-end to avoid transition-

based leakages

@ L. CASALINO - Soutenance de Thése

£

W

information R

H3

Adapt
back-end

LOW-LEVEL
SPECIFICATION

#1 -

i I

Masking  oprivizen

|
O #2

Micro-architecture
Information
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Experimental Evaluation

. Methodology Implementation Enhanced LLVM Compiler Pipeline
1. Modification of LLVM-based Compiler
2. Modified passes in grey boxes HL Spec. | |rs.set|£%té%n ] ( .Sncshtééatliigg b
v 1 v _ (post-RA)
2. Experimental Setup L "“’“i‘E"d J LOW-L?E' R - ¢UA :
1. Benchmark: SIMON-128/128 R | Lo Protected IR
- First and second order Boolean masked o - 1
. Verified correct under ILA assumption — aren. protected :ate&"pts
p 7L Code Emission |
2. CPU: Cortex-M4 (STM32F303) <", Maskirg ] ) | 1
+ Micro-arch. model inferred by public knowledge ——— S S protectes
o oge . . aske pec.
3. Acquisition: Chipwhisperer-1200 | Areh + UArch,
4. Side-channel: power consumption Protected IR

3. Evaluation axes
1. Security
2. Performance

@ L. CASALINO - Soutenance de Thése 30/01/2024 36



Security Evaluation

 Methodology: detect information leakage along execution of SIMON-128/128 implementation
+ Blue lines: borders of the leakage-free area

- Orange peaks: variation of the information leakage metric

Ist-order

200-

-200-

3k 6k Ok 12k 15k
Time Sample

This Work
Ist-order

200+

100+

4

-100;

-200+

3k 6k Ok 12k 15k 18k
Time Sample

-/

X6 reduction
of leakage peaks

@ L. CASALINO - Soutenance de Thése

2nd-order

0 ‘mﬁlﬁf/

-50-
-100-
-150-
OE ARHGEE ANOK BN W TS BT P
Time Sample
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Security Evaluation—Root Cause Analysis

- (One) Root cause: new memory-related transition-based
leakage

. between Zand Y
- Observation: Interleaving write and read with a nop

- (Potential) Explanation:
- Memory optimization
- If write and read back-to-back: read served first

Conclusion:

- Micro-architectural information still incomplete

@ L. CASALINO - Soutenance de Thése

<UB-ST-LD-LD>:

—»write Z
RO = read X
nop
nop
nop
nop
—»R1 = read Y

<UB-ST-NOP-LD-LD>:

write Z
nop j
—» RO = read X

nop
nop
nop
nop

—»R1 = read Y

30/01/2024 38



Execution Time Overhead Evaluation
Remarks:

N

- Masking requires randomness Variant

. 1st-P
. nd

Lad
1

- PRNG throughtput impacts on execution
time

[===1
[

- Randomness exponentially increase with
masking order

Exec. Time Overhead
(g% ]

(=
- Oour methodology (I1st-P) requires same
randomness of naive 1st-order Clock Cycles/Byte
implementation (PRNG throughtput)
@ Micro-architectural model incomplete Considered 3 PRNG throughputs:
- More transition-based leakage to handle - Ideal: 1 clock cycle per byte
- Potentially, worse performance figures for 1s-P - Real #1: 10 clock cycles per byte

- Yet, we won't invert the plotted trend in real use cases. Real #2: 40 clock cycles per byte

@ L. CASALINO - Soutenance de Thése 30/01/2024 39



Summary and Conclusion

- Contribution: automated methodology to mitigate transition-based leakages
- Goal: investigating employment of fine-grained micro-architectural details
- How: adapting compilation tools
- Results: unexpected leakage sources prevent fair assessment of the approach

- Related Work:
- Pro-active [Seuschekl7][Wangl19][Tsoupidi23]:
- Show how to guarantee convergence to a leakage-free solution

- Show which micro-architectural information to consider and how to integrate
It

- We need further investigation:
- How:
» Full micro-architectural model
- Open-source micro-architecture designs
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Micro-architecture and Alternative Masking
Schemes

Literature on micro-architecture’'s impact

1 Mmain focus

Boolean masking
(particularly sensitive to transition-based leakages)

(Again) Literature on micro-architecture’s impact, e.g., [Meyer20]

1 suggest to use

Alternative Masking

Arithmetic-Sum Masking Inner-Product Masking
(immune to transition-based Ieakages)
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Only Transition-based Leakages are a Threat?

Modern micro-architectures exhibit data parallelism
The CPU read AO and B1 from the Reg. File

<secAnd2>:
RO = read A0
R2 = read Bl
R3 = read Al
R4 = read BO
-Rl = and RO,R2
RO = mov #0
RO = and RO, RO
R3 = and R4,R3
RO = read Rnd
INSTRUCTION
FETCHER

The and uses the ALU data path MEMORY DATA INTERFACE
. . A A
Meanwhile, BO, requested from previous read, enters AT ot
the micro-architecture 20
We see BO and B1 at the same time (in parallel)
Dat
In
Reg.File
RO - LSU
R1
Opl Res ALU Res LSU
R2 Opl | | Opl
R3
Ré & ALU Res ALU
B1 Bl @2
INSTRUCTION 0p2
DECODER Bl
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Only Transition-based Leakages are a Threat?

Assumption: CPU processes one share per clock cycle
Actually: micro-architectures exhibit data parallelism
The CPU read AO and Bl from the Reg. File

MEMORY DATA INTERFACE

<secAnd2>:
RO = read A0
R2 = read Bl
R3 = read Al
R4 = read BO
-Rl = and RO,R2
RO = mov #0
RO = and RO, RO
R3 = and R4,R3
RO = read Rnd
INSTRUCTION
FETCHER

The and uses the ALU data path addr } pata’
Out
Meanwhile, BO (from previous read) enters
the micro-architecture BO
We see BO and B1 at the same time (in parallel) -
In y
Reg.File
Ro - LSU
R1
Opl Res ALU Res LSU

R2 Opl | | Opl

R3

Ré & Res ALU

ALU
Bl Bl 0p2
INSTRUCTION 0p2
DECODER Bl
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Masked Hardware and Data Parallelism

Side channel distribution for two
sensitive values (in red and blue)

- We cannot efficiently exploit data
parallelism as it is

- We need higher-order statistical analyses
- We need more side channel observations

— —
=1 o
T T

o
T

probability x 107

=

. Moos and Moradi shown how to efficiently T Lokagevae
take advantage of these parallelism
[Moos17] Biased side channel distribution

- How: filter out certain leakage values
(distribution bias)

- Target: Boolean masked hardware
implementations

—
4}

probability x 107
tn =)

(=

-5 0 5 10 15 20
Leakage Value
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Masking Schemes: an Observation

MUTUAL INFORMATION |[bit]

Transition- Data 1 OU_
Based Leakage Parallelism I
(TbL) (Parll) 10
102
Boolean Sensitive Sensitive 10_,‘
(BM) 10 -
Arithmetic Sensitive Sensitive 1074
(ASM) 10735
Inner-Product Not Sensitive Sensitive 10712 , , . . .
4 I | . ) 1 3
(1Pm) 0= 10" 10° 10" 10° 10

- Data parallelism might be a threat to: Noise Variance 6

- Transition-based immune masking schemes (i.e., IPM)

- Software implementations with all transition-based
leakages mitigated
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Outline of the Investigation

1. Observation of data parallelism

2. Exploitability of data parallelism

3. Leakage Resilience of Fully Masked
Implementations
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Correlation-based Analysis 101

- Correlation-based analysis: analyze the dependency between:
- Observed side channel
- Leakage model

- Leakage model: side channel expected behavior when processing an information X

- Correlation coefficient p : quantify the dependency between two entities

Leakage Model Observed Side Channel

Side Channel \ /

p [HW(X),T]

(t. ()
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Observation of data parallelism

Method:
1. Carefully design code snippet to exhibit data parallelism
Run snippet on target CPU

Observe side channel behavior T of CPU

A w0 D

Choose leakage model for data parallelism

share’s contribution
SHW (Xo, X1) = HW (Xo) to side channel

5. Perform correlation-based analysis
P [SHW(Xo,Xl), T]

Results: correlation with expected behavior in case of data
parallelism

@ L. CASALINO - Soutenance de Thése

p [SHW (Xo,X1),T]

0.7 % | Control
(& | & Test
0.35 |
‘- | T Y- .'I .."I ) -I_".‘ x _-J.'
{:. Ifrl!l".-“ |‘- g ! -\.n,_";l." | ' .‘:’:‘.{..—. - -\."_:' ! i
0 45 89

Time Sample
(h) UB-SHW-LDRB

0.7 + Control

+ Test
0.35 \‘_

{1
F Y

{] el n _l___{-"—l _.' -_._\.‘_..-._*.._ _.*

0 S 89
Time Sample

(I) UB-SHW-LDR-EOR

0.7 + Control
‘ * Test
0.35 A

|
0 ‘,'ﬂ.-t-u-i e e =’< 1' .-"'

0 45 89
Time Sample
(p) UB-SHW-MOV-EOR
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Outline of the Investigation

1. Detect data parallelism M

2. Exploitability of data parallelism

3. Leakage Resilience of Fully Masked
Implementations
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Exploitability of data parallelism
p [HW(X),T]

Naive correlation-based analysis does not work sy U0 L oM
- Correlation-based analysis is a first-order analysis 0.025- = IPM

- We need higher-order analyses, or...

Tune Sample

... biasing the observed leakage behavior [Moos17]
and 1% (X) T%

I

custom leakage model 0121

SHWf, ok (X) = me an(Dgrw xo)+HW (X)), %k)

0.061

Results:
s Data-parallelism exploited

Time Sample
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Outline of the Investigation

1. Detect data parallelism

R

2. Exploitability of data parallelism

3. Leakage Resilience of Fully Masked
Implementations
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Leakage Resilience of Fully Masked Implementations

CORTEX-M3

Use cases:

- Self-implemented Ist order
masked AES-128

- Verified correct under ILA
assumption

Effects:

- Transition-based leakages
- Data parallelism

Method:

- Correlation-based analysis
Results:

Recovered the sensitive
information
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Boolean 191

Masking

0.57

0.0+

Arithmetic 1.0-

Masking 0

0.01+

Inner- 1.0

Product

Masking 0.5-

0.0+

Transitions

ok

250k 500k 750k 1M

Nb. of traces

Transitions

0k

250k 500k 750k 1M

Nb. of traces

Data-
Parallelism

0k

250k 500k 750k 1M

Nb. of traces

1.0

0.57

0.0+

1.0+

0.51

0.0+

1.0+

CORTEX-M4

Transitions

0k

250k 500k 750k 1M

Nb. of traces

Transitions

0k

250k 500k 750k 1M

Nb. of traces

Data-
Parallelism

0k

250k 500k 750k 1M

3&}1&/295 traces



All that Glitters is not Gold, Pt.2

- Methodology: detect information leakage
along execution of IPM AES-128
implementation

- Expected result: no leakage
- Implementation correct under ILA

« IPM immune to transition-based
leakage

- Actual result: unexpected leakage

- Root cause: log/alog-based
multiplication + transition-based
leakage

- Exploitable?
- Correlation-based analysis
- Result: yes, it is exploitable ©

HDfo,log(X) - mean(HD(lOgB (XO)» 1083 (Xl)))
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Inner-Product Masking — AES-128

h Lh“[ S8 - 22: N LI” I udl“l
T UL

51 | e, B8 L
0 40000 80000 0 ~ 40000
Time Sample

Time Sample
P [HDfo,log(X); T%k]

1.0- 1.0
Transitions
0.1 0.1-

0.01 - 0.01 -

201

0.

80000

Transitions

e

250k 500k 750k 1M
Nb. of traces

0k 250k 500k 750k 1M 0k
Nb. of traces
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Outline of the Investigation

1. Observation data parallelism
2. Exploitability of data parallelism

W

3. Leakage Resilience of Fully Masked
Implementation
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Summary and Conclusions

- Contribution: Investigating security impact of micro-architecture on masking schemes
- Goal: explore alternative masking schemes to mitigate micro-architecture impact
- How:
1. Detect leakage effects on target platform
2. Analyse exploitability of detected leakage effects
- Results:
- Efficient exploitation of data parallelism against analysed masking schemes

- The multiplication algorithm degrades expected security guarantees of Inner-Product
masking

- Conclusions:
« Micro-architecture might induce new angle of attacks
- Masked implementations as an interconnected systems
- Security evaluation needs to consider both subsystems and their interaction
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Epilogue of a Three-Year Long Journey

How to mitigate security degradation induced by the
micro-architecture?

Two orthogonal approaches

Consider fine-grained micro-architectural Do not consider micro-architectural details:
details:
- Automate transition-based leakages « Employ transition-based resilient
mitigation masking schemes
| |
CONCLUSION:

Micro-architecture hard to handle
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Epilogue of a Three-Year Long Journey

How to mitigate security degradation induced by the
micro-architecture?

Two orthogonal approaches

Consider fine-grained micro-architectural Do not consider micro-architectural details:
details:
- Automate transition-based leakages « Employ transition-based resilient
mitigation masking schemes
| |
CONCLUSION:
Unexpected transition- Micro-architecture hard to handle Unexpected exploitable
based leakages (i.e,, effects {i).e., data
memory-related parallelism)
leakage)
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Epilogue of a Three-Year Long Journey

How to mitigate security degradation induced by the
micro-architecture?

Two orthogonal approaches

Consider fine-grained micro-architectural Do not consider micro-architectural details:
details:

- Automate transition-based leakages « Employ transition-based resilient

mitigation masking schemes
| |
CONCLUSION:

Unexpected transition- Micro-architecture hard to handle Unexpected exgoloito ble
based leakages (i.e,, But we can do it effects (i.e, qkuta
memory-related parallelism)

leakage) Relying on complete models of the

Mmicro-architecture
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Some Perspectives

Inner-Product Masking: - Pairing compiler-based approach:

. Data parallelism vs optimal codes * Inner-product masking:

. Avoid data parallelism - Efficient implementation
- Avoid data parallelism

* Masking of order N: - Hardware-based mitigations, e.g,,
- Avoid expensive solutions, e.g., masking of [Gao20]:
order N x 2 - Potentially reduce performance
- Combine leakage effects, i.e., parallelism + impact
transition-based leakage - Potentially increase mitigation

capabilities
- Non-completeness, e.g. [Giger|21]
- Efficiently deal with:

Complex micro-architectures:
- More transition-based leakages

- Increased data parallelism . Transition-based leakages
- Further micro-architectural effects: -+ Glitch-based leakages
. Glitch-based leakages - Data parallelism exploitation

- Coupling-based leakages
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Analysis of the Leakage Model Distributions

Observation

* Duweox) * Disaw(xe,x1).%)

Duwx),x)
> ] O )
§ % ...... ... [ |
T o m

o 5 10
X
Consequence

m Sub-exploiting the available information

ALSO

mean(SHW(XO,Xl))

= mean(HW(XO) - HW(Xl)) = constant
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2 pr Boolean
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0
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Security Evaluation—Root Cause Analysis

UB-ST-LD-LD

UB-ST-NOP-LD-LD

0 100 200
Time Sample

<UB-ST-LD-LD>:

—»write 7
RO = read X
nop
nop
nop
nop
—»R1 = read Y
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Interaction
= X-Y
- Y-Z
2= X-Z
100 200 300
Time Sample
<UB-ST-NOP-LD-LD>:
write Z
nop ::|
—» RO = read X
nop
nop
nop
nop
—»R1 = read Y
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